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Introduction

The Computer History Museum Software Collection Committee has started to discuss a long-term
digital repository for its eventual collection of historical software." To expedite the discussion of service
requirements, it seemed efficacious to find and modify the requirements analysis work of some other
institution with similar needs. For this | chose a British analysis which is described with:

Our aim is to give the best possible advice and guidance to all who share our concern for the care and
preservation of records and archives. To support this advice we promote accepted archival standards,
and have published the National Archives Standard for record repositories to guide our own advisory
and inspection services. The Standard is the recognised benchmark on caring for records and providing
access to them. [PRO]

Part of the background is that long-range digital preservation is widely regarded to be an applied
research topic. In contrast, digital repository technology is understood very well and represented by
many high quality offerings.

Towards a Requirements Statement for a CHM Software Repository

Most published documents dealing with preservation repository requirements are written from the
perspective of repository managers. | believe that we will obtain better results if we analyze
requirements from the perspective of eventual users. This, together with what can be inferred from the
following figures, suggests a taxonomy for user-oriented software technology requirements analysis, a
topic which the current document takes up on page 36. The figures suggest aspects for discussion.
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Figure 1: A model of digital communication,
suggesting human questions and alternative pathways by which a document might move from its producer
to its eventual consumer. The numbers suggest copies that might be transformations of each other.
The figure also suggests how easy it is to achieve [OAIS] conformance.

In the current document, the word ‘software’ is extended to encompass all informational artifacts that are not computer hardware. l.e., it
includes not only representations of computer programs, but also related documentation, manuscripts, pictures, and books.
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Figure 3: lllustrating nested repository structure
(and that the word ‘repository’ is ambiguous.)

| believe that the TNA document needs to be refined for use as a management objectives statement by
CHM. This is partly because CHM is much smaller than TNA and partly because the TNA document
seems to presume a solution that is not the only possibility.
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Section 1: Attributes of Authenticity and Integrity

113
1.1.4

1.1.5

2.1
211

TNA adaptation for CHM
Summary’

Records for preservation are defined as those electronic objects and their concomitant
metadata which defines them as records in the sense intended by archivists and which
require continued retention until such time as they can be destroyed because they are
no longer required for legal purposes or wanted by people authorized to access them.

This document is a derivative of a set of four documents published in 2004 by The [U.K.]
National Archives. It is intended to provide part of a requirements statement for durable
software repository services providing public access to content thought to be of long-
term interest access to Computer History Museum visitors, including its virtual visitors.
The document from which it was derived is intended to define a standard of performance
for electronic records that are to be authentic in accordance with BS ISO 15489
Information and documentation—Records management standard. A summation of the
attributes, which would support an attestation of authenticity and integrity and which
need to be maintained as part of the electronic record, is provided in this document.

N/A

Section 2 describes the management controls required for such systems and section 3
addresses the technical requirements needed to maintain sustainable electronic records.
Section 4 provides high-level guidance for information providers seeking to qualify their
records to be maintained by the Computer History Museum and served to its visitors as
authentic records.

These generic requirements are not a full specification. They form a baseline, which sets
out the minimum necessary to maintain credible electronic records which will continue to
possess the attributes of authenticity and integrity over time. They also should be read
as an accompaniment to the Functional Requirements for Electronic Records
Management Systems 2002 revision: final version which are available at
http://www.pro.gov.uk/recordsmanagement/erecords/2002reqgs/default.htm.

Other organizations might wish to use or adapt these requirements for their purposes.3
Familiarity with the concepts of records as used in central government is assumed.

Any enterprise wishing to use these requirements, as a baseline or benchmark, will need
to consider its own specific business needs and context in determining its own
requirements. These generic requirements must be tailored by: adding specialist
business needs which are not covered at this generic level, selecting from alternative
requirements according to enterprise policy and practice, assessing whether any
requirements listed in these volumes are highly desirable as opposed to mandatory for
their own context

The generic functions described in this document may also be relevant to a permanent
archive but the needs of archival preservation are considered as distinct from those
operations required to maintain electronic records for continuing business needs even
where the overall retention period may last for some decades.

Overview

Durably useful electronic records

See 1.1.1. The records in question are intended to be useful and credible at least for
many decades, and possibly indefinitely.

The Requirements for Electronic Records Management Systems: Functional
Requirements — Revision 2002 published by the National Archives (TNA) describe many
of the controls that would also be required in ensuring that records captured into a
managed environment are capable of being sustained as credible records over a defined
period of time. The ability to capture the record so that modification, or editing, of the
record is no longer possible is a key facet of authenticity and must be supported by
credible metadata, audit trails and reports. However whilst it is possible to capture a

The item numbering corresponds to that in the TNA document from which the current document is derived.

Any public service organization is free to do so. The courtesy of a citation is requested.

Adaptation by any other enterprise or individual, or use for commercial purposes, is not sanctioned without prior written approval by an
authorized representative of the Computer History Museum.

2-Feb-05 Draft

Comments

If records are to be
sustained there must be
confidence that the
maintained records
possess authenticity,
reliability, integrity and
usability

This needs to be extended
to permanently durable
records.

A concise formulation of
the fundamental
requirements for long-term
document preservation is

available in [Gladney 1].
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2.15

3.1

3.1.1

3.1.2

TNA adaptation for CHM Comments

copy of the record in its original software format and store it unchanged in a repository
linked to a corporate classification scheme it may not be feasible or desirable to maintain
that record in its original format over the medium term.

It needs to be recognized that no entirely safe procedure has been invented for so-called
‘preservation migration'—repeated format migration when the current information
representation is about to become obsolete. A safe alternative was invented at IBM
Research by Raymond Lorie in 1995. [Lorie 04]

In order to achieve sustainable records management each institution will require an
appropriate level of functionality together with the requisite tools and business rules
required to support sustainable solutions. It will be necessary to sustain electronic
records over time as a valued historical asset, in a manner that retains their reliability
and integrity for as long as they are required, preserving their value as a historical
record. This will include prevention of changes to the content or context to retain
authenticity, and continued maintenance in an appropriate format to retain accessibility.

Records maintained in electronic form are continually at risk of inadvertent or intentional | ‘Essential’ implies that a

alteration. Absent suitable protective measures, alterations will be undetectable. statement of purpose for
. . . the record at issue has
The authenticity of electronic records is threatened also whenever unprotected records been communicatedand
are transmitted (i.e., when sent between persons, systems or applications) or time (i.e., for an archival record. that
either when they are stored offline, or when the hardware or software used to process, this purpose is documented
communicate, or maintain them is upgraded or replaced). Authenticity can also be and accessible.

threatened during access if the environment permits unauthorised and undocumented
modifications of the record. Requirements for assessing and maintaining the
authenticity of electronic records that are preserved over the long term are necessary to
support the presumption that an electronic record is, in fact, and continues to be, what it
purports to be and has not been modified or corrupted in essential respects.

BS ISO 15489 Information and documentation — Records management standard
requires that a record “should correctly reflect what was communicated or decided or
what action was taken. It should be able to support the needs of the business to which it
relates and be used for accountability purposes.”

In this context this means that the content of a record should “contain, or be persistently
linked to, or associated with the metadata necessary to document a transaction”. The
key elements can be summarised as:

the structure of a record, that is, its format and the relationships between the elements
comprising the record should remain intact;

the business context in which the record was created, received and used should be
apparent in the record (including the business process of which the transaction is part,
the date and time of the transaction and the participants in the transaction);

the links between documents held separately, but combining to make up a record,
should be present.

The important characteristics of a records are defined in section 7.2 of the Information A practical definition of
and documentation — Records management standard BS ISO 15489 as comprising authenticity is provided by
authenticity, reliability, integrity, and usability. [Gladney 9.

In order to maintain a sustained object as a credible record it is necessary to define the
performance criteria which would provide credible evidence that authenticity, reliability,
integrity and usability have been addressed and supported during the period the record
has existed. These elements are examined in greater detail below. Ways of identifying
the precise attributes of these characteristics are also explored in Section 4: Guidance
for categorising records to identify sustainable requirements

Definitions

Defining Authenticity
BS ISO 15489 Information and documentation — Records management standard states
in section 7.2 that: An authentic record is one that can be proven
a) To be what it purports to be,
b) To have been created or sent by the person purported to have created or sent
it, and
c) To have been created or sent at the time purported.
d) To have the purported historical significance (relationship to events and
circumstances of creation).
It goes on to state that “To ensure the authenticity of records, organisations should
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3.2.2

3.23

3.24

3.2.5
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implement and document policies and procedures which control the creation, receipt,
transmission, maintenance and disposition of records to ensure that record creators are
authorized and identified and that records are protected against unauthorized addition,
deletion, alteration, use and concealment’.

Reproduces the ideas of 2.1.8 above.

In practice authenticity can only exist if sufficient elements of the other three
characteristics are present. As such authenticity is an implicit value derived or
presumed from the presence of the explicit elements that characterise the other three
characteristics. A presumption of authenticity is an inference that is drawn from known
facts about the manner in which a record has been created, handled, and maintained.

A presumption of authenticity will be based upon the number of requirements that have
been met and the degree to which each has been met. Requirements are cumulative:
the higher the number of satisfied requirements, and the greater the degree to which an
individual requirement has been satisfied, the stronger the presumption of authenticity.

To maintain a presumption of authenticity the records must be managed in accordance
with procedures that ensure their continuing authenticity. The production of copies of the
records must be done in accordance with procedures that ensure that their authenticity
is not compromised by the reproduction process.

The requirements are based on the notion of trust in record keeping and record
preservation from the moment of a record’s creation. Given some records will be subject
to change or alteration if they are migrated to different software formats the standard of
trust has to be considered in terms of circumstantial probability rather than certainty.

Assessing a record’s authenticity involves establishing its identity and demonstrating its
integrity. ... The integrity of a record refers to its wholeness and soundness: a record
has integrity if it remains complete and uncorrupted in all its essential respects
throughout the course of its existence. This does not mean that a record must be
precisely the same as it was when first created for its integrity to exist and be
demonstrated. A record can be considered to be essentially complete and uncorrupted
if the message that it is meant to communicate in order to achieve its purpose is
unaltered.

Defining Reliability

BS ISO 15489 regards a reliable record as one whose contents can be trusted as a full
and accurate representation of the transactions, activities or facts to which they attest
and can be depended upon in the course of subsequent transactions or activities.
Records should be created at the time of the transaction or incident to which they relate,
or soon afterwards, by individuals who have direct knowledge of the facts or by
instruments routinely used within the business to conduct the transaction.

BS ISO 15489 further states in clarification of the characteristic reliability that ... The
statements here are a weak subset of the requirements of any content management
system—even if long-term preservation and access are not among the service
objectives.

Reliability therefore will be apparent if there is evidence that the records were created
and captured as part of a legitimate business process and assigned to a logical and
appropriate location within the businesses own classification schema or file-plan where
the record will then be subject to enterprise management of its disposal. The identity and
where possible the specific role of everyone involved in the creation and capture of the
record should be clearly apparent and part of the historical record that is reliably
preserved. The operational context or business process within which a record has been
generated or managed should also be visible.

Reliability should secure the identity of a record as described in paragraph 3.1.7 above.
In order to implement policy and complete transactions every business needs reliable
records placed within a logical context. If reliability is not built into the operational
processes by the adoption of record management functionality at the time of a record’s

creation and capture it is unlikely that it can be asserted subsequently with any degree of

confidence. The application of records management functionality should secure
reliability—integrity however is a demonstration that the controls placed upon a record
upon its capture into a “reliable environment” were secured and maintained for as long
as the record is required.

The need for reliability will differ from operational reliability needs and also according to
the different types or categories of records created and held by a department

2-Feb-05 Draft

Comments

These authenticity
requirements are more
similar to than different
from those for physical
artitacts.

This is identical to any
other case of evidence
evaluation, e.g., asin a
court of law.

The TNA wording seems to
assume more active
curiatorial management
than is in fact necessary.

See [Gladney 2].

Two records with the
attributes mentioned can
be different records!
There is an untestable
assumption in the TNA
words, “if the message ...
is unaltered.”

See [Gladney 9].
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The characteristic of reliability itself can be broken down into three sub elements. These
are: trust, relationship/context, and longevity.

Trust is critical to reliability as without it there can be no meaningful faith in the accuracy
of the retained records. Relationship and context refer to the comprehension of the
meaning and value of records, which relies upon the ability of the reader to place the
records in their operational context in a manner that their relationships with other
affected records are clear and transparent.

Defining Integrity

BS ISO 15489 states that “the integrity of a record refers to its being complete and
unaltered”. It is necessary that a record be protected against unauthorized alteration.
Records management policies and procedures should specify that no additions or
annotations may be made to a record after it is committed to archival custody. Any
desired annotation, addition or deletion to a record should be made in a new record
version that is bound both to the base version and to a provenance statement for and a
description of the alterations.

BS ISO 15489 clarifies this with the following statement:

Control measures such as access monitoring, user verification, authorised destruction
and security controls should be implemented to prevent unauthorised access,
destruction, alteration or removal or records. These controls may reside within a records
system or be external to the specific system. For electronic records the organisation may
need to provide that any system malfunction, upgrade or regular maintenance does not
affect the records

To sustain a presumption of authenticity it is necessary to identify the procedural
controls over electronic records that provide a circumstantial probability of their integrity.
The controls that define integrity include:

establishing access privileges over the creation, modification, annotation, relocation, and
destruction of records;

instituting procedures to prevent, discover, and correct loss or corruption of records;
implementing measures to guarantee the continuing identity and integrity of records
against media deterioration and across technological change;

where multiple copies of records exist, formally identifying the authoritative record; and

clearly identifying and maintaining, along with the records, all the documentation
necessary to understand their legal, administrative and technical content.

If reliability emerges from the original operational purpose that caused the record to be
created integrity should reflect the long-term business needs that are served by the
continued existence of a record. BS ISO 15489 differentiates reliability from integrity
which suggests there is a distinction to be drawn between the immediate operational
need, which requires records to be reliable to ensure effective transactions, and the
longer term business need, where those same records must display integrity through
possessing a quality of auditability ensuring that they can be considered to be authentic
over time. If integrity is absent authenticity is very difficult to adduce let alone assert.

(Left blank deliberately, because the corresponding TNA item does not define integrity,
but instead mentions methods for testing whether it is achieved.)

In order to confirm the record is unchanged or that only authorised and appropriate
changes have been made, the status of the records and the presence or absence of
change has to be auditable or traceable.

Integrity is bound to the need to demonstrate authenticity over time. It is presumed that
all CHM software collection holdings are to be held forever.

In certain instances it may be necessary or desirable to retain records related to a broad
record category where the records were themselves generated in response to codes of
instruction or standards in force at that time. In order to confirm if the record of a
transaction was valid in these circumstances it may be necessary to reference the rules
that applied at that juncture.

The standards or rules need to be preserved as reliably as the records that depend on
them

The issue of record integrity is closely linked to effective business continuity planning in
that in order to clarify the cost of maintaining record integrity it is necessary to evaluate
the risk to the organisation if the records have been retained as incomplete or with
limited auditable functionality.

2-Feb-05 Draft

Comments

This can be accomplished
without repository
procedural controls.
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TNA adaptation for CHM Comments
Defining Usability

BS ISO 15489 defines a usable record as one that can be located, retrieved, presented
and interpreted. It should be capable of subsequent presentation and/or use as was the
case when it was an active part of operations. The contextual linkages of records should
carry the information needed for an understanding of the transactions that created and
used them. It should be possible to identify a record within the context of historical
usage. Any links between records that document a sequence of activities should be
maintained.

The aspects that will define usability will vary according to the business need. Initially the
operational process, which created or captured a record will define how it is to be used
and stored. However as the operational purpose that created that record evaporates
other needs for this information may come to the fore. It may be necessary to provide
access to the information in different forms linked or related to other material created
subsequently. The issue for any business is that whatever drives the business need for
the information and in whatever form this may take it should be immediately accessible
to authorised users and the context in which the record was created and held should be
apparent if that information is also required.

Usability comprises at least four key elements:

The form or forms which the organisation may wish to view or publish this information;
The ability to produce new renditions in other formats as additional instances of the
record whilst maintaining links to the original record;

The access permissions which allow access to the record or to redacted instances of the
record (e.g. where it is necessary to publish or release a limited subset of the information
but where some details such as names or addresses are retained);

The ability of the user to know where this information was obtained and where it can still
be located and retrieved if a requirement for authentication is established;

At no point should usability infringe upon the integrity of the record.

The requirement for usability may appear superficially the easiest to scope and This needs to be extended
comprehend particularly where the records either consist of images or text. The issue to include executables
can appear to revolve around the availability and presence of the appropriate rendering (computer programs).
software or execution environment (for programs). However, the issue is more complex

than the previous analysis might suggest as usability is also about ease of locating,

quick retrieval and the quality of the presentation. The first question to ask is: What

makes a record usable and how might this differ according to different types of records?

Four sub-elements then need to be considered in evaluating the requirement for the
usability of records over time. These are locating, retrieving, presentation, interpretation.
For programs, execution is also important.

Locating refers to the means used to reliably identify without undue difficulty the record
or records needed to satisfy the user’s query. The location within the business
classification schema or file-plan is one aspect but also the issue of accurate titling,
meaningful nomenclature and the use of aliases or alternative titling fall into this area.

Effective retrieval is dependent upon identification of the anticipated pattern of access
demand and the application and continued management of appropriate access
permissions across time.

Effective presentation ensures the user can retrieve and view the records with the
appropriate level of functionality required to undertake a meaningful interpretation. In
some instance this may require the original program to be available so that the data can
be manipulated or edited using the same functionality to create a new document or
version, which can then be saved and added to the enterprise record without changing
or deleting the original.

Interpretation at its simplest can be addressed by an ability to view text or images using
a simple browser without the enhancements offered by the original software, for example
one can view document created in MS Word using a text file viewer such as WordPad
although the formatting is lost in this view. In other circumstances seeing the content
without the display and formatting built into the original document makes interpretation
difficult if not impossible.

In other instances interpretation also needs to be supported by linked contextual
information, for example the ability to view the metadata of the record in both its original
and existing context. This may require users having sight of both the current business
classification system in which the records reside and the original classification system

W © 2005, H.M. Gladney 7 Adapted from a U.K. National Archives document



Computer History Museum Software Collection Requirements Analysis

411
4.1.2

TNA adaptation for CHM

where that differs from the current version. This situation can arise where functions have
been transferred between government bodies resulting in bulk exports and imports of
metadata and data between EDRM platforms.

Attributes of authenticity and integrity

For a practical definition of ‘authenticity’ see [Gladney 9].

A presumption of authenticity is an inference that is drawn from known facts about the
manner in which a record has been created, handled, and maintained. Section 2 and 3
of these requirements describe the management and the technical requirements needed
to support a presumption of authenticity. Section 4 of these requirements Guidance for
categorising records to identify sustainable requirements also describes the elements
that form the key characteristics of a record and provides a list of the key questions
departments will need to address when formulating their strategies to sustain record
categories over time.

As stated previously in paragraph 3.1.7 assessing a record’s authenticity involves
establishing its identity and demonstrating its integrity. The identity of a record refers to
the attributes, including external attributes such as context and provenance, that
uniquely characterise it and distinguish it from other records (the name of the author, its
date and place of origin, its subject); while the integrity of a record refers to its
wholeness and soundness: a record has integrity if it remains complete and uncorrupted
in all its essential respects throughout the course of its existence.

The colloquial notion of ‘the original’ of any artifact is insufficiently precise to be used for
digital documents. See [Gladney 4 §2.6] for a discussion of the issue and its resolution.

When records are captured into a controlled domain required for long-term storage, it is
necessary for the maintaining authority to establish whether, and to what extent, the
records have been maintained using technologies and administrative procedures that
either ensure their authenticity or at least minimise risks of change from the time the
records were first set aside to the point at which they are subsequently accessed. The
requirements described below deal with the maintenance of authenticity. After the
attributes for supporting authenticity of the electronic records have been established,
their authenticity needs to be maintained over the long term across different hardware
and software platforms and in some cases changes of custodian. Authenticity has also
to be maintained where records are selected for permanent preservation and transferred
into the custody of a specialized archive.

To do so, that part of the organisation charged with the responsibility of maintaining and
preserving reliable and authentic records must manage the electronic records in
accordance with procedures that ensure their continuing authenticity. They must
produce copies of those records in accordance with procedures that ensure that their
authenticity is not compromised by the reproduction process.

The organisation’s own policies and procedures have to reinforce the characteristics of a
trusted record management system. A trusted record management system includes the
rules that control the creation, maintenance, and use of the creator’s records, which
support a presumption of the authenticity of the records within the system. The
requirements have to identify the core information about an electronic record that must
be persistently linked to it over time and across hardware and software platforms in
order to establish and perpetuate its identity. Such information includes, among other
things, the names of the creator, addressee, and custodian, the indication of the action
or matter to which the record relates, the manifestation of the record’s context within the
classification system (what is referred to as the “archival bond”), and the indication of
any annotations and attachments. These elements are clarified in the Requirements for
Electronic Records Management Systems Metadata Standard published by the National
Archives (TNA) and can be accessed at
http://www.pro.gov.uk/recordsmanagement/eros/invest/2002metadatafinal.pdf

The metadata standard indicates, for the first time, some metadata at the component
level (i.e. a level below that of the individual record and consisting of the single physical
object (i.e. the smallest level of granularity the operating system can handle—MS-DOS
or UNIX file level). This is the first phase of extending PRO guidance on metadata into
the areas of sustainability and preservation of business records within departments. This
Standard is extensible to allow for these developments to follow. Element 16 in the
standard — Preservation- is not yet fully defined at this stage to flag up an area that is to
be developed within the next 12 months. It is expected that the definition of requirements
and accompanying metadata for sustaining records in departments, as well as work on

2-Feb-05 Draft

Comments

The simplest way to
achieve this for an
authentic record is to avoid
changing the record in any
way.

Ditto

The notion of a ‘trusted
record management’
system is flawed because
no complete and testable
procedure set has been
written for it, or can (we
believe) be written. (To
some extent, this is

discussed in [Gladney 3].)
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permanent preservation in the National Archives (TNA), will lead to additions to this area
of the metadata framework.

This metadata with additional information about changes the electronic records of the
creator have undergone since they were first created will comprise the Preservation
element in the metadata standard.

To sustain a presumption of authenticity it is necessary to identify the controls over
electronic records that provide a circumstantial probability of their integrity. Such controls
include: establishing access privileges over the creation, modification, annotation,
relocation, and destruction of records; instituting procedures to prevent, discover, and
correct loss or corruption of records; implementing measures to guarantee the identity
and integrity of records against media deterioration and across technological change;
where multiple copies of records exist, formally identifying the authoritative record; and
clearly identifying and maintaining, along with the records, all the documentation
necessary to understand their legal, administrative and technical context.

The requirements assume the existence of a role of a trusted custodian. The
management requirements are published in Section 2 of these generic requirements:
Sustaining authentic and reliable records: management requirements. These describe
the criteria necessary to enable custodians to attest to the authenticity of electronic
records after they have been transferred to their custody. Increasingly this will
commence when a document is captured into an electronic record management system
(ERMS). This role will require the custodian to actively intervene as part of the long-term
maintenance process (e.g. software migration). Such interventions may require the
application of approved and documented alterations to ensure the record remains usable
whilst at the same time ensuring that the authenticity of the record is not affected. To be
considered a custodian, an organisation must demonstrate that it provides no
opportunity for unauthorised alterations to the records, or to allow others to alter them in
such a manner that the alteration compromises the authenticity of the record; and that it
is capable of implementing procedures that ensure that any loss or change to records
over time is avoided or at least minimised.

These controls required by a custodian can be summarised as:
maintaining unbroken custody of the records,
implementing and monitoring security and control procedures; and

ensuring that the content of records and any required elements of documentary form and
annotations remain unchanged after any reproduction or transformation process.

The maintaining organisation must also be able to demonstrate that the activity of
reproduction has been thoroughly documented; and that the description of a given body
of electronic records includes information about any substantial changes the records
have undergone over time. Documentation and description are essential means of
accounting for the integrity of the maintenance process in general and the reproduction
process in particular and are necessary, therefore, to the proper fulfillment of the role of
a custodian.

This means that the authority and legitimacy of the claims made for the authenticity of
electronic records derive entirely from the integrity and internal coherence of the
procedures adopted to manage them. It follows that an organisation needs, not only to
design and implement procedures that provide a strong probability of record
trustworthiness but also to provide an honest and adequate account of the choices and
decisions taken, during the stewardship of the custodial organisation.

For further information on what controls and mechanisms a custodial organisation will
need to adopt, refer to sections 2 and 3 of the Generic Requirements listed below.

2-Feb-05 Draft

Comments

This is insufficient without
(1) a complete and
objective prescription of
business controls and (2)
evidence that those
business controls have
been flawlessly exercised.

Trusted by whom, and for
what?

The procedures alluded to
in the TNA formulation
depend on subjective
judgments that have not
been reduced to testable
clerical steps.

How can the custodian
demonstrate to a skeptical
information consumer that
transformations meet the
criterion?

How can the organization
demonstrate that essential
information has not been
distorted during
transformations?

As far as | know, no-one
has specified how this can
be done to demonstrate
that errors or malfeasance
have not been introduced.

Adapted from a U.K. National Archives document
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Section 2. Sustaining authentic and reliable records: management

requirements
TNA adaptation for CHM
1 Introduction
111 Sustainable records are defined as those electronic objects and their concomitant

1.1.2
1.1.3

1.1.7
1.1.8

metadata which defines them as records, which require continued retention by the
creating or owning organisation until such time as the records can be destroyed or,
where that is warranted, passed to a specialist archive for permanent archiving. If
records are to be sustained there must be confidence that the maintained records
possess authenticity, reliability, integrity and usability.

N/A

Section 1 provides a summation of the principles and attributes, which would support
an attestation of authenticity and integrity and which need to be maintained as part of
the electronic record in accordance with BS ISO 15489 Information and documentation
— Records management standard. Section 3 addresses the technical requirements
needed to maintain sustainable electronic records. Section 4 provides high-level
guidance for departments seeking to categorise their records to scope the specific
requirements needed to sustain these record categories as authentic records.

This section defines the key elements that should be incorporated within any
management strategic planning framework and the processes that will also have to be
developed and supported in order to ensure that electronic records which are to be
sustained over a defined period of time are able to satisfy the characteristics of a
record as defined in BS ISO 15489 that is authenticity, reliability, integrity and usability.
If these characteristics are not maintained the sustained records will lose credibility and
will lose evidential value. This section of the generic requirements will define
performance indicators and non-functional requirements as opposed to the technical
management requirements which are described in Section 3 of the Generic
requirements for sustaining electronic information over time - Sustaining authentic and
reliable records: technical requirements.

These generic requirements are not a full specification. They form a baseline, which
sets out the minimum necessary to maintain credible electronic records which will
continue to possess the attributes of authenticity and integrity over time. They also
should be read as an accompaniment to the Functional Requirements for Electronic
Records Management Systems 2002 revision: final version which are available at:
http://www.pro.gov.uk/recordsmanagement/erecords/2002regs/default.htm

It is also recommended that any management process developed in response to the
guidance given in this document should also be bench-marked against BS IS/ 7799 on
information security.

N/A

Any enterprise wishing to make use of these requirements, as a baseline or
benchmark, will always need to consider its own specific business needs and context in
determining its own requirements. These generic requirements must be tailored by:
adding specialist business needs which are not covered at this generic level, selecting
from alternative requirements according to enterprise policy and practice, assessing
whether any requirements listed in these volumes are highly desirable as opposed to
mandatory for their own context

The generic functions described in this document may also be relevant to a permanent
archive but the needs of archival preservation are considered as distinct from those
operations required to maintain electronic records for continuing business needs even
where the overall retention period may last for some decades.

Operational frameworks

In order to develop and implement appropriate strategies to sustain their electronic
records organisations will first need to establish a framework, which will define the
business needs which are supported by each group of records in their custody, the
style and content of the metadata, which will accompany those records and an
appropriate technical solution for each software format included in the collection. It will
also be necessary to ensure reproduction of copies of records upon demand together
with any functionality that the business purpose may require when accessing these
records. It will also be necessary to determine the performance criteria for evaluating
the success of any action implemented within the framework. Criteria for assessing

Comments

N.B.

Here we see examples of
specifications that are not
objective enough or
technical enough to guide
software engineers.

W © 2005, H.M. Gladney 10 Adapted from a U.K. National Archives document
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TNA adaptation for CHM Comments
such frameworks will include:
e definition of what an implementation plan will need to address
e establishment of the business need serviced by the records
e whether the business need has been met by the adopted strategy
21.2 N/A
213 The tools provided here will define how successful sustainability strategies will be
evolved, the mechanisms to ensure their continued relevance together with
performance criteria to provide measures to assess the effectiveness of the process.
21.4 The management strategy will have to establish actions that must be executed either at
specified times or under specified conditions. It will clarify and define the business
purpose, and the technical requirements for maintaining the records in a form that
enables that purpose. The document will have to provide performance criteria and
quality indicators for the following sections.

Management Controls

2141 Sustainability will be managed by producing a comprehensive framework consisting of ' See comment.
sets of strategies and action plans. Each of these will be linked to a specific body of
electronic records, categorised according to business requirements, which establish a
need to maintain the records for a defined period. Each body of records will have a
defined level of functionality with an identified technological infrastructure and
methodology needed to implement the action plans.
222 The elements listed below should be used to scope the scale of the work required to
execute the sustainable strategy. The management process will also produce
information about the maintenance function and about how the records are being
sustained or preserved and this information should be used to refine and re-focus the
strategy. It is also necessary to define the performance environment within which any
preservation strategy will operate. The key elements to be addressed are:
¢ Identifying the records that require to be sustained
e External controls (e.g. applicable legal requirements and regulations, management
requirements)

¢ Defining the nature of the products (e.g. the standard and form of the records that
are to be sustained

e Resources required to execute the strategy ( e.g. personnel, infrastructure etc.)

223 These four components need to beb fully identified in every strategic framework with

appropriate descriptions for each sub-element listed below.

Inputs

¢ Information about the content of electronic records required to be sustained

¢ Information about the nature and capability of the software to be sustained

¢ Management information and experience of sustainability (e.g. migration,
configuration, emulation)

External environment and controls

¢ Institutional requirements (including any regulatory or legal constraints)

e User access requirements

e Current IT/IS infrastructure

Products

Criteria for assessing if the sustained records meet the business need

Information about actively maintained records

Priorities for sustainability and action plans

Maintenance strategies

Assessment of continued authenticity of records

Proposed changes to technological infrastructure

Resources

e Dedicated facilities and infrastructure needed to deliver sustained records

e Personnel needed to sustain the records

2.2.4 The processes and mechanisms, which will need to be established to ensure that the
strategic framework is credible are described in sections 2 through to 12.

2.25 N/A

3

Determining the appropriate maintenance environment

3.11 Identifying the relevant regime to maintain records in an appropriate environment
entails identifying the categories of objects that must be maintained. This includes
specifying, for each category, the attributes and methods that must be preserved, as
well as any requirements for certifying that any reproduced record is authentic.

W © 2005, H.M. Gladney 11 Adapted from a U.K. National Archives document
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Evolution of a requirement will be guided by evaluation of prior experience in applying
such requirements to records that have been transferred to a sustained environment.
The result of this process will be an informed and enhanced requirement, where the
specification consists in identifying what operational, institutional and regulatory
requirements apply to what records and how each can be implemented.
A coherent set of requirements for maintaining electronic records in a manner which
will enable reproduction of the records and where this is required certification of the
authenticity of the reproduced records. Each set of requirements will apply to a
specified collection of digital objects or records. The requirements encompass both the:

2-Feb-05 Draft

Comments
N.B.

the digital objects themselves
record collections, categories or classes
storage media to be used the maintenance of digital files

Performance measures for maintained records

Requirements for media include:

standards and specifications of what media are to be used and for what purpose
how volumes are to be labeled
and how physical files are to be written.

Requirements for digital objects include:

¢ how both physical and logical files are to be identified

e how logical files are mapped to physical files

e how integrity of a file is ensured

e specifications for appropriate software file formats

e criteria for assessing and selecting current and future media and software file
formats

Requirements for record collections include:

e how records are to be composed from digital components

e how records in an archival aggregate are to be arranged

¢ how the business needs and concomitant maintenance need of records are to be
expressed, captured and stored

Maintaining effective records — the role of a technology watch programme
N/A

The storage media will need to be replaced with a different media type periodically as

technology changes and a migration project to move to the new storage media should

be undertaken before accessing the older storage media becomes problematic.

The elements of a capture and preservation program, which will achieve safe and

permanent preservation, which will define effective maintenance, are:

¢ identifying the mechanisms to decide which formats of record components are to be
captured into the archive;

¢ identifying the criteria for a safe and durable preservation format;

e determining what type of preservation format is required;

¢ developing and maintaining appropriate translators;

e identifying such auxiliary records as must accompany each record;

¢ transformation to the chosen persistent format;

e determining minimum information levels to be captured within the management
audit trail for each process;

e packaging with standard metadata and either packaging or linking to each required
auxiliary record;

e bringing each linked auxiliary record into the repository network.

¢ identifying criteria to evaluate whether the conversion for preservation has been
successful;

e establishing criteria for assessing whether the entire process has been successful,
and testing according to those criteria.

Capture into a secure record-keeping environment

Capturing the record within the electronic environment involves management of the
interface between the record-keeping system and the applications, such as word
processors or e-mail clients, which are used to create or receive records. Systematic
capture requires both a technical interface and a set of rules or procedures, which
govern its behaviour and successful application within the organisation. Maintenance of
sustainable records requires that records should have been captured upon creation into

These are less
requirements statements
than needed solution
specifications.

These are topics to be
addressed rather than
requirements statements.

Not needed. See [Gladney
2].

N.B.

The security required is
protection against
unauthorized or
inappropriate modification.

Adapted from a U.K. National Archives document
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4.2.2

4.2.3

4.2.4

4.2.5

4.2.6

4.2.7

5.1.1

TNA adaptation for CHM Comments
a managed environment and these controls should continue to apply for as long as the
record is required by the organisation.
However there will be cases where it is necessary to maintain records created in an The CHM SW collection
unmanaged environment (that is held outside of an EDRMS environment). In such a will hold records that have
case they should be imported into a managed environment where the mechanisms of | Not yet been prepared for
sustainability can be applied and recorded. The record of capture will need to be the long-term collection.
annotated to record the circumstances in which the records were created and stored
until their formal capture into a managed environment.
Depending on the business need for capture from such environments it may be useful
to look at the example provided by forensic IT investigation, which is predicated on the
capture of data from systems in a legally-admissible form. Within the United Kingdom
the recommended basis for such procedures are the various codes of practice
published by the British Standards Institution ref. DISC PD 0008:1999 and DISC PD
5000 - 1-6:2002.
The mechanisms for capture should ensure that:
e appropriate records are captured. There should be a clear understanding of the
information which should be captured as a record, and the operational means of
identifying and capturing this within the working environment;
o all types of record are captured. Workable mechanisms should exist for all record-
creating applications in use to enable the capture of records from that application
according to approved formats and standards;
e complete records are captured. Capture mechanisms should be capable of
acquiring all the elements which make up a record, and associating these together
in a meaningful and useful manner;
e metadata is captured and associated with records from the time of their creation,
and that this descriptive metadata is closely bound with the record itself;
¢ links to other records are established and maintained, within broader record
assemblies, including mixed electronic and paper assemblies, and in other
classification mechanisms if appropriate.
The above requirements emerged in the definition of the Requirements for Electronic
Records Management Systems: Functional Requirements — Revision 2002 published
by the National Archives (TNA) Those requirements
are relevant where a sustainable records policy is to be applied. Other typical
requirements for electronic records management, which will also apply in a managed
maintenance environment, are:
e capturing, storing, indexing and retrieving all elements of the record as a complex
unit, and for all types of record;
¢ management of records within class categories or filing structures to maintain the
narrative links between records;
e record level metadata describing contextual information;
e integration between electronic and paper records;
e secure storage and management to ensure authenticity and accountability,
including support for legal and regulatory requirements;
e appraisal and selection of records for preservation and transfer to the keeping of the
National Archives (TNA) or other permanent archive;
e systematic retention and disposition of records;
e migration and export of records for permanent preservation.
All records upon capture into a managed environment should be accompanied by the More complete sets are
following metadata as a minimum: expressed in [OAIS] and
e aunique identifier assigned from the system; [METS].
o the data and time of registration;
e atitle or abbreviated description;
e the author (person or corporate body), sender or recipient.
The Requirements for Electronic Records Management Systems Functional
Requirements 2002 revision: final version provides much of the requisite functionality
that is needed if records are to be pro-actively sustained. The Metadata Encoding and
Transmission Standard [METS] describes the needed metadata elements.

Record attributes and linkages to records

The presumption of a record’s authenticity is strengthened by knowledge of certain Note especially “linked
basic facts about it. The attributes identified in these requirements embody those facts. | inextricably”.

The requirement that the attributes be expressed explicitly and linked inextricably to the

record during its life, and carried forward with it over time and space, reflects a need
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TNA adaptation for CHM Comments
that such expression and linkage provide a strong foundation on which to establish a
record’s identity and demonstrate its integrity.

5.1.2 The link between the record and the attributes is a conceptual rather than a physical [Gladney 3] describes and
one, and the requirement could be satisfied in different ways, depending on the nature | justifies a method for
of the electronic system in which the record resides. In an ERMS, this requirement is accomplishing this.

usually met through the creation of a record profile. When a record is exported from the
live system, migrated in a system update, or transferred to an external specialist
archive, the attributes should be linked to the record and available to the user. When
pulling together the data prior to export, the creator should also ensure that the data
captured is the right data.
51.3 To support a presumption of authenticity the custodian must possess, obtain and Compare [METS]. (See
maintain evidence that the following metadata attributes defined in the Requirements 5.1.3b.)
for Electronic Records Management Systems Metadata Standard are supported:
Identifier System ID;
Title;
Creator;
Date Created;
Date Acquired (mandatory for e-mail);
Date Declared;
Addressee (mandatory for e-mail);
Type Record type (mandatory where applicable);
Relation Copy (pointer) (mandatory where applicable);
Relation Parent object;
Relation Redaction/Extract (mandatory where applicable);
Relation Reason for redaction/extract (mandatory where applicable);
Relation Rendition (mandatory where applicable);
Aggregation;
¢ Rights Protective marking.
5.1.3b CHM records should be marked according to METS (the Metadata Encoding and
Transmission Standard).
5.1.4 To support a presumption of integrity the custodian must possess or obtain evidence A more careful definition of
that the following attributes are supported: a ‘complete’ provenance
e name of the creating organisation that regards the record as part of its official assertion is needed.
corporate record;
¢ indication of types of annotations added to the record;
¢ indication of technical modifications.
6 Access Control
6.1.1 Defining access privileges means assigning responsibility for the creation, modification,
annotation, relocation, and destruction of records on the basis of competence, which is
the authority and capacity to carry out an administrative action. Implementing access
privileges means conferring exclusive capability to exercise such responsibility. In
electronic systems, access privileges are usually articulated in tables of user profiles.
Effective implementation of access privileges involves the monitoring of access through
an audit trail that records every interaction that an officer has with each record (with the
possible exception of viewing the record).

6.1.2 An information producer or an archive manager should define and implement access
privileges concerning the creation, modification, annotation, relocation, and destruction
of records.

6.1.3 The custodian has to maintain and update and where necessary extend existing

access privileges to implement all changes relating to modification, annotation,
relocation, and destruction of records.

Technical modifications

711 Technical modifications are any changes in the digital components of the record. Such | The feasibility of meeting
modifications would include any changes in the way any elements of the record are this objective completely,
digitally encoded and changes in the methods applied (e.g. software) to reproduce the | correctly, ?”d reliably is far
record from the stored digital components; that is, any changes that might raise from clear!
questions as to whether the reproduced record is the same as it would have been
before the technical modification. The indication of modifications might refer to
additional documentation external to the record that explains in more detail the nature
of those modifications.

712 The reason for any modification has to be fully documented as must the nature and
date of application of a specific process together with references of the records, objects

W © 2005, H.M. Gladney 14 Adapted from a U.K. National Archives document
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or components that have been subject to modification. It is essential that this
information be incorporated within the database charged with the management
oversight of the records being sustained or preserved by the custodian.
No archival record should be destroyed without appropriate authorization that this be
done. (Archival records are valuable institutional resources, and as such should be
subject to conventional asset controls.)
No archival record should be altered. Instead, if a revised version is needed, a new
version should be created and inextricably linked to the version from it was constructed.
Metadata to satisfy 7.1.2 should be inextricably linked to the new version.

Protective Procedures: documenting management of loss and corruption

Procedures to protect records against loss or corruption include: prescribing regular
back-up copies of records and their attributes; maintaining a system back-up that
includes system programs, operating system files, etc.; maintaining an audit trail of
additions and changes to records since the last periodic back-up; following any system
failure ensuring that the back-up and recovery procedures will automatically guarantee
that all complete updates (records and any control information such as indexes
required to access the records) contained in the audit trail are reflected in the rebuilt
files and also guarantee that any incomplete operation is backed up. The capability
should be provided to rebuild forward from any back-up copy, using the back-up copy
and all subsequent audit trails.

The creator or custodian has to establish and effectively implement procedures to
prevent, discover, and correct loss or corruption of records.

Protective Procedures: Media and Technology

Procedures to counteract media fragility and technological obsolescence include:
planning upgrades to the organisation’s technology base; ensuring the ability to
retrieve, access, and use stored records when components of the electronic system are
changed; refreshing the records by regularly moving them from one storage medium to
another; and migrating records from an obsolescent technology to a new technology.
The creator or custodian has to establish and effectively implement procedures to
guarantee the continuing identity and integrity of records against media deterioration
and across technological change.

Media Refreshment and Migration

To avoid loss or corruption of the records through degradation of the storage media
over time it will be necessary to establish a media refreshment regime which will
involve re-writing the records to the same media type required by the storage strategy
to ensure continued readability. This needs to be undertaken at regular intervals in
accordance with the time scales determined in the storage strategy. These intervals
should not however exceed the periods recommended by the manufacturers of the
media for the refreshment of that type of media.
When it is determined that the storage media currently used by the custodian to hold
the records is no longer an appropriate storage medium (e.g. the existing media is
considered to potentially obsolescent) a media migration exercise should be
undertaken. Media migration differs from media refreshment in that the records are re-
written to a different storage media from the one they were previously stored on. The
new media type will have been identified as an appropriate replacement by the
technology watch strategy. Following a successful media migration a new media
refreshment scheme must be established and maintained as described above.
After selection and prior to refreshment or migration taking place, a new media
handling process guide must be approved if an appropriate one does not already exist.
The process must dispose of any failing or ageing media in a managed and secure
fashion so that:
¢ the media will not normally come into the possession of any unauthorised third
party;
¢ in the event that they should come into the possession of any unauthorised third
party, the media should be overwritten so that no information can be retrieved;
e arecord of the event and of the method used to overwrite the media to be disposed
should continue to be held on the system.
N/A.

2-Feb-05 Draft

Comments

Note “inextricably linked.”

This is conventional
backup and recovery
management required for
any valuable data
collection.

N.B.

This is part of conventional
data center procedures.

This is conventional
backup and recovery
management required for
any valuable data
collection.

7.4.1 through 7.4.3 should
be applied to data
considered as a set of bit-
strings. l.e., without regard
to the meaning or format of
any record.

This does not seem to be
important for CHM data.

No CHM SW holdings are
expected to require
rigorous security against
unauthorized disclosure.

Adapted from a U.K. National Archives document
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Establishment of Document Types

The document type of a record as defined in the Requirements for Electronic Records
Management Systems Metadata Standard may be determined in connection to a
specific administrative procedure, or in connection to a specific phase(s) within a
procedure. The document type or form may be prescribed by a business process or
workflow, where each step in an administrative procedure is identified by a specific
record or document type. If a creator customizes a specific application, such as an
electronic mail application or template within MS Word for a pro-forma, to carry certain
fields, the customized form becomes, by default, the required document type. It is
assumed that the creating organisation, acting on the basis of its own needs or
because of pre-existing legal requirements, will establish the required document types
for their records.

When the creator establishes the document type in connection to a procedure, or to

specific phases of a procedure, that will allow for the maintenance of the authenticity of

the record. As that determination will vary from one form of a record to another, and
from one creating organisation to another, it is not possible to predetermine or
generalise the relevance of specific elements of documentary form in relation to
authenticity.

The creator or custodian has to establish the document types or forms of records
associated with each procedure (e.g. templates, forms etc) either according to any
legal or regulatory requirements system or those of the creating organisation and
ensure these are documented.

Authentication of Records

In common usage, to authenticate means, or serves, to prove the authenticity of
something. More specifically, the term implies establishing genuineness by adducing
legal or official documents or expert opinion. For the purposes of these requirements,
authentication is understood to be a declaration of a record’s authenticity at a specific
point in time by a person entrusted with the authority to make such declaration. It may
take the form of an authoritative statement (which may be in the form of words or
symbols) where there is a specific legal provision for such a statement or it may take
the form of a digital signature whose authenticity can be verified using the public key
infrastructure (PKI). The effect of either method when added to or inserted into a copy
of the record is to attest that the record is authentic. The requirement may also be met
by linking the authentication of specific types of records to business procedures and
assigning responsibility to a specific office or officer for authentication or by the
adoption of enabling technology such as watermarking, digital or biometric signatures.
It should be emphasised that the adoption of such authentication methods described
above should not normally be inserted into the preserved record whereas it may be
appropriate, or required, for the custodian to use one of these methods when providing
an authenticated copy to a third party. If an authentication method is inserted into the
preserved record this will change its attributes and could compromise the integrity of
the record thereby calling into question its authenticity. Intrusive techniques such as

watermarking may themselves compromise the authenticity of digital data, and certainly

may not be sustainable over time. In general any technique, which alters the bit stream
of the actual record held and maintained by the custodian should, be avoided.

2-Feb-05 Draft

Comments

What is commonly
understood under the label
‘PKI’ has flaws that make it
inappropriate for the
purpose called for here.

[Gladney 3] describes a
safe and reliable way for
combining changes with
base document versions—
a way that propagates
authenticity.

The authentication of copies differs from the validation of the process of reproduction of
the digital components of the records. The latter process occurs every time the records
of the creator are moved from one medium to another or migrated from one technology
to another.

Where authentication is required by statute or the needs of the organisation, the creator
or custodian has to establish specific rules regarding which records must be
authenticated, by whom, and the means of authentication.

Identification of Authoritative Record

An authoritative record is a record that is considered by the creator to be its official
record and is usually subject to procedural controls that are not required for other
copies. Normally any record subject to management by an ERMS has the capability of
being an authoritative record but the organisation may regard certain document types
(e.g. affidavits) as being especially authoritative as they are required to use them in
discharge of legal obligations. In such cases such a designation should be apparent in
the record retention schedule applied to those records and the metadata designating
an authoritative record should form part of the Rights and Mandate elements as defined
in the Record Management Metadata Standard.

Adapted from a U.K. National Archives document
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9.2.2 If multiple copies of the same record exist, the creator or custodian has to establish
procedures that identify which record is considered authoritative.
9.2.3 It is understood that in certain circumstances there may be multiple authoritative copies

of records, depending on the purpose for which the record is created.

10 Removal and Transfer of Relevant Documentation

10.1.1 Where there is a transition of records from active status to semi-active and inactive
status, which involves the removal of records from one platform to another system or
an archive external to the organisation, the creating organisation has to establish and
effectively implement procedures determining what documentation has to be removed
and transferred to the new system which is to be maintained and preserved along with
the records.

10.1.2 This requirement implies that the custodian needs to carry forward with the removed
records all the information that is necessary to establish the identity and demonstrate
the integrity of those records, as well as the information necessary to place the records
in their relevant contexts.

" Controls over records, export, maintenance, and reproduction

11.1.1 The controls over the transfer (export) of electronic records across platforms include
establishing, implementing, and monitoring procedures for registering the records’
export; verifying the authority for export; examining the records to determine whether
they correspond to the records that are designated in the terms and conditions
governing their export; and formally importing the records onto the new platform.

11.1.2 As part of the export process, the assessment of the authenticity of the creator’s The focal event is the
records should be verified. This includes verifying that the attributes relating to the action of transfer of a
records’ identity and integrity have been carried forward with them along with any record from one
relevant documentation. responsible party to

another.

11.1.3 The custodian should establish access privileges concerning the access, use, and

reproduction of records; establish procedures to prevent, discover, and correct loss or
corruption of records, as well as procedures to guarantee the continuing identity and
integrity of records against media deterioration and across technological change. Once
established, the privileges and procedures should be effectively implemented and
regularly monitored. If authentication of the records is required, the custodian should
establish specific rules regarding who is authorized to authenticate them and the
means of authentication that will be used.

11.1.4 The controls over the reproduction of records include establishing, implementing, and
monitoring reproduction procedures that are capable of ensuring that the content of the
record is not changed in the course of reproduction.

11.1.5 The procedures and system(s) used to transfer or export the records to another
platform; maintain them in-situ; and reproduce them must provide adequate and
effective controls to guarantee the records’ identity and integrity, and specifically that:

e unbroken custody of the records is maintained;

e security and control procedures are implemented and monitored;

o the content of the record and any required annotations and elements of
documentary form remain unchanged after reproduction.

12 Documentation of reproduction processes and outputs

12.1.1 Records in order to be access will require to be produced the existing software format
or rendered or re-produced in another format such as XML or PDF. Documenting the
reproduction process and its effects is an essential means of demonstrating that the
reproduction process is transparent (i.e., free from pretence or deceit). Such
transparency is necessary to the effective fulfilment of the preserver’s role as a
custodian of the records. Documenting the reproduction process and its effects is also
important for the users of records since the history of reproduction is an essential part
of the history of the record itself. Documentation of the process and its effects provides
users of the records with a critical tool for assessing and interpreting the records.

12.1.2 In those cases where a copy of a record is known not to reproduce the elements
expressing its identity and integrity fully and faithfully, such information should have
been documented by the custodian and this documentation has to be readily
accessible to the authorised user.

12.1.3 Reproduction includes viewing both rendition in the original software format and
viewing of renditions in alternate formats determined as needful by the custodial
organisation The activity of reproduction has to document:

e the date of the records’ reproduction and the name of the responsible person;
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¢ the relationship between the records acquired from the creator and the copies
produced by the custodian;
¢ the impact of the reproduction process on their form, content, accessibility and use.
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Introduction

1.1.1 Records to be sustained are defined as those electronic objects and their concomitant
metadata which defines them as records which require continued retention by the
creating or owning organisation until such time as the records can be destroyed or,
where that is warranted, passed to a specialist archive for permanent archiving. If
records are to be sustained there must be confidence that the maintained records
possess authenticity, reliability, integrity and usability.

1.1.2 This document section is intended to provide the key technical requirements needed to
specify and implement a sustainable solution for electronic records. This section of the
generic requirements will define technical requirements as opposed to the management
requirements which are described in Section 2 of the Generic requirements for
sustaining electronic information over time - Sustaining authentic and reliable records:
management requirements.

1.1.3 Its initial focus is on electronic objects in document form, which will normally be located
within folders displayed within a corporate classification system. It is assumed that such
objects will either be imported from an unstructured environment into an electronic
document and records management system (EDRMS) or will have been created and
captured within such an environment.

1.1.4 N/A
1.1.5 N/A
1.1.6 These generic requirements are not a full specification. They form a baseline, which

sets out the minimum necessary to maintain credible electronic records which will
continue to possess the attributes of authenticity and integrity over time. They also
should be read as an accompaniment to the Functional Requirements for Electronic
Records Management Systems 2002 revision: final version which are available at:
http://www.pro.gov.uk/recordsmanagement/erecords/2002regs/default.htm

1.1.7 N/A

1.1.8 Any enterprise wishing to make use of these requirements, as a baseline or
benchmark, will always need to consider its own specific business needs and context in
determining its own requirements. These generic requirements must be tailored by:
adding specialist business needs which are not covered at this generic level, selecting
from alternative requirements according to corporate policy and practice, assessing
whether any requirements listed in these Sections are highly desirable as opposed to
mandatory for their own context.

1.1.9 The generic functions described in this document may also be relevant to a permanent | N.B.
archive but the needs of archival preservation are considered as distinct from those
operations required to maintain electronic records for continuing business needs even
where the overall retention period may last for some decades.

Ingest—Importing across platforms

211 Electronic documents and records will require to be ported across platforms. In order to
achieve this effectively the system must ensure that objects are uncorrupted copies and
where appropriate the pre-existing access permissions and other record management
metadata applied to the folders and documents, contained within the exporting
application, are mapped to provide the same level of functionality upon ingest into the
importing application. Any failure to copy objects or map such functionality should
automatically create a visible warning and generate an exception report detailing the
specific exceptions. The points listed below break the required information into specific
categories to be considered when planning an export/import exercise.

e Content Information—the information that requires preservation.

e Preservation Description Information (PDIl)—any information that will allow the
understanding of the Content Information over an indefinite period of time.

e Packaging Information—the information that binds all other components into a
specific medium.

e Descriptive Information—information that helps users to locate and access
information of potential interest.

e Import requirement into the new platform

= Acquisition and capture
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= Record aggregate requirement (as defined in the RM metadata standard

This will define how the original order of records is to be respected in the physical or

logical structuring of sets or archival aggregates of records, and how they are to be

presented for use.

2.1.2 The system must also be able to ingest or import records:

¢ in their native format, or a current format to which they been migrated and in order
of preference;

e an XML format which conforms to applicable standards, where possible;

e arendition which is consistent with the range of formats currently specified in the e-
GIF set, where an XML format is not available.

21.3 The system must also support the storage and management of schemas and style
sheets required for rendering into the required format.
214 Upon import the system must accept copies of imported digital records together with, or

separately from, their metadata, in “as-received” form—that is, unprocessed save for
the allocation of a simple unique temporary component identifier (e.g. a sequential

number).

215 Upon request the system must generate reports of records received, listing as received
components received for storage for periods of time defined by the administrator.

216 Ideally the system should have the capability to apply controls sufficient to guarantee

an uncorrectable object error rate of no more than 0.000001% per year (1 error per 100
million objects per year). However it is not practical to be so specific about the
maximum uncorrectable error rate as the error rate is entirely a factor of the error
correction system used by a particular media type, and so varies considerably between
types. For example, SuperDLT provides much lower uncorrectable bit error rates than
CD-R. The custodian must determine whether the maximum uncorrectable error rate
available is acceptable given the nature of the information being ingested.

21.7 Where non-standard metadata is present that is not defined in the XML schema (e.g.
user defined), the system must be able to import, in bulk, electronic records in their
existing format and their associated metadata by providing facilities to map the non-
standard imported metadata to appropriate new elements.

2.1.8 The system must be able to import, in bulk, existing electronic documents that have no
associated metadata presented separately from the document content. This should be
achieved by automatically extracting metadata from the document where possible.

219 The system must provide facilities for managing the addition of missing metadata and
the assignment of documents to folders by placing documents for further processing in
queues and supporting the subsequent declaration of documents from processing
queues by either a manual or an automated process.

2.2 Input Reconciliation

2.2.1 Input reconciliation is critical to the verification of the validity of electronic records. The
requirements need to identify the key elements and performance measures for the
underlying organisational policy, which determines the basis for sustainability. It will
include standards and specifications for acceptable and unacceptable deviations from
standards, such as when records that should be in an imported transfer into the
sustained environment are missing or when information that should accompany the
transfer is missing, inappropriate or unclear.

222 If required the system must be able to accept electronic objects separately from their
metadata; associate these; reconcile and report any inconsistencies (e.g. missing or
repeated objects or metadata).

223 The system must include further controls to ensure that all electronic objects and
metadata expected are received and successfully imported. For example, checking
against transmittal a notice or manual checks of number of physical media.

224 The system must include facilities to allow the service provider's archive managers and
operational staff to remedy any inconsistencies reported as a result of 2.2.1 and 2.2.3
above.

225 The system must automatically generate a report of any uncorrectable error within one
working day of its discovery.

2.2.6 The system must notify its administrator that any error has been detected and that a
report has been generated.

227 Every holding in the collection should be accompanied by its provenance, which can be

construed to be an audit trail documenting every known significant event in the creation
of this holding in its preserved form. In cases in which it is impractical or too expensive
to document some significant creation or update events, this fact should be noted.
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Every audit trail element should identify who created it, when this was done, and any
other creation circumstances that eventual information consumers are likely to value as
historical evidence.
The audit trail for any holding should be reliably bound to the holding.

Storage management

Storage management will need to reference existing standards and best practice but

the critical factors, which will require definition, are as follows:

e determine how to choose the appropriate storage method (e.g. magnetic, optical,
type and format of tape, or disk, on-line, near-line or off-line etc.);

e clarify appropriate environmental storage conditions and methods of carriage when
transported or transmitted;

e determine appropriate regimes and triggers for media migration to avoid
obsolescence or degradation;

¢ define monitoring mechanisms, timescales and performance measures to assess if
data is still readable;

e determine minimum information levels to be captured within the management audit

trail for each process;

define the elements for disaster contingency management and recovery;

determine the scale and nature of the back-up regime;

monitoring strategies and mechanisms;

hardware/software performance monitoring criteria;

error correction standards (see also paragraph 2.1.6 );

monitoring of media to identify potential degradation;

media refreshment regimes;

media migration regimes;

modes of retrieval;

= render options;
= render management;

e Evaluation of execution of strategies.

It should be noted that retrieval can be further decomposed by transformation of the bit

stream into a rendered object and evaluation mechanisms and performance measures

for rendered objects should be determined and monitored.

As-received records must be protected against all sources of degradation, at least

according to the requirements in section 3.3 below.

The system must be able to retrieve components (and any metadata associated with

them), using the unique temporary component identifier. This must include the ability to

retrieve individual components or components with unique temporary component

identifiers falling in a given range.

Deletion must not occur without a specific auditable instruction.

The system should provide, on request, reports listing as-received record components

received, but not deleted, older than a specified threshold.

The system must allow users to delete objects, subject to the controls in 3.1.9 below.

Deletion in this context includes deletion of all on-site and off-site copies.

If an object is stored on write-once media, deletion of the index for an object will be

acceptable as deletion of the object.

The following control must apply to changes to unique identifiers and deletion of

electronic objects:

¢ this action will not be initiated without confirmation from an authorised administrator;

e the system will retain these a record of the confirming instruction;

¢ the system will generate a report the changes and deletions at intervals to be
determined by the system administrator;

o the system will keep a copy of its records of changes and deletions, in a manner
and for a period to be determined by the client.

Management of back-up and security copies

The system must maintain at least two copies of each object and its metadata, doing so
locally and in remote repositories, so as to make the probability of the loss of any set of
holdings extremely unlikely.

See 3.2.1.

The system must have the ability to reconstruct its indices should they be corrupted by
any event.

2-Feb-05 Draft
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The system must check each object stored on-site for accuracy (against one of the
other stored copies) at least once every six months or at a shorter interval defined by
the system administrator.

Prudent backup procedures are widely known, and should be adopted.

If the check detects an error, the system must replace the erroneous copy with a
correct copy, using the off-site copies as necessary.

If a new copy of an object is produced, in response to an error detection the system
must update the new object’s metadata to reflect its creation; and must update any
objects, which referred to the earlier manifestation.

It should be noted that the metadata elements to be updated when a new copy is

produced include history elements and elements which relate different manifestations of

the objects.

The system must check every on-site and off-site storage volume for readability at least

once every year.

If the check for readability detects an error, the system must:

e create a new volume containing correct copies of the information on the failing
volume;

o verify the correctness of information on the new volume;

e dispose of the failing volume.

See 3.2.1.

Ideally the backup copies should be kept on a site at least fifty kilometres from the main

system but where this is not practicable the back-up copies should be stored on a

geographically separate site from the on-line system.

The backup copies must be stored, and moved between the system and the separate

site, so as to protect them to the highest security classification applied to the records

stored on the back-up copies and comply with data protection legislation.

Avoidance of the effects of media degradation

To avoid loss or corruption of the records through degradation of the storage media
over time it will be necessary to establish a media refreshment regime which will involve
re-writing the records to the same media type required by the storage strategy to
ensure continued readability. This needs to be undertaken at regular intervals in
accordance with the timescales determined in the storage strategy. These intervals
should not however exceed the periods recommended by the manufacturers of the
media for the refreshment of that type of media.

When it is determined that the storage media currently used by the custodian to hold

the records is no longer an appropriate storage medium (e.g. the existing media is

considered to potentially obsolescent) a media migration should be established. Media
migration differs from media refreshment in that the records are re-written to a different
storage media from the one they were previously stored on. The new media type will

have been identified as an appropriate replacement by the storage strategy. Following

a successful media migration a new media refreshment scheme must be established

and maintained as described in the above paragraph.

The system should monitor the use of storage media, flag reminders to the system

administrator and copy objects from any media, which are approaching the end of their

anticipated life to fresh media.

The system should also monitor media for degradation to identify any deterioration that

may have arisen during its active live.

When identifying the appropriate new media format, the following factors should be

considered:

¢ longevity:- the media should have a proven life span of at least 10 years. Greater
longevity is not necessarily an advantage, since technological obsolescence usually
precedes physical deterioration of the medium.

e capacity: - the media should provide a storage capacity appropriate for the quantity
of data to be stored, and the physical size of the storage facilities available.

e viability: - the media should support robust error-detection methods for both reading
and writing data. Proven data recovery techniques should also be available in case
of data loss. Media should be read-only, or have a reliable write-protect mechanism,
to prevent erasure and maintain the evidential integrity of the data.

e obsolescence: - the media and its supporting hardware and software should be
based on mature, rather than leading-edge technology, and must be well
established in the market place, widely available, and based upon open standards.

2-Feb-05 Draft
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e cost: - the total cost of ownership should be affordable. This should include not only
the cost of the actual media (calculated as a price per MB), but also of purchasing
and maintaining the necessary hardware and software, and of any storage
equipment required.

o susceptibility: - the media should have a low susceptibility to physical damage, and
be tolerant of a wide range of environmental conditions without data loss. Magnetic
media should have a high coercivity value (preferably in excess of 1000 Oersteds),
to minimise the chances of accidental erasure. Any measures required to counter
known susceptibilities should be affordable and achievable.

The refreshment mechanism must allow verification of the copying process through a

bit-level comparison between the source and target versions of each file copied.

The system must dispose of any failing or ageing media in a managed and secure

fashion so that:

¢ the media will not normally come into the possession of any unauthorised third
party;

¢ in the event that they should come into the possession of any unauthorised third
party, the media should be overwritten so that no information can be retrieved.

e arecord of the event and of the method used to overwrite the media to be disposed
should continue to be held on the system

N/A

Software File Format Obsolescence

In future it is likely that the software formats of some or all objects being preserved will
become obsolete. As the sustainable systems evolve through new generations of
hardware and system software, it may become impossible, or undesirable, to retain the
objects in their original formats; in this event, it will be necessary to take other steps to
ensure their preservation.

The techniques for long-long term preservation are not mature. The system should
provide for such new methods as might appear and promise to improve significantly the
safety and usability of the repository holdings.

The system must contain no features, which would compromise maintenance of stored
objects without changes for an indefinite period.

If format migration is used, the system must not discard records after migration to a
new format without a specific authorisation from an administrator possessing the
appropriate access permissions. The reasons for such actions citing the appropriate
authority to proceed should also be formally recorded.

If format migration is used, each migrated record should be saved in both the newly-
migrated format and the older or original format in order to demonstrate and track the
level of information loss in the newly migrated format. The system must document and
retain details of any information loss incurred by any process such as migration.
Whenever any action is taken which changes an object in any way (such as a
migration), the system must record this change in the appropriate metadata element(s).
The metadata elements referred to in 4.1.6 include both history elements and elements
which relate different manifestations of objects.

Management of format conversion and renditions

The system must be able to convert objects into a preferred sustainable or

interoperable format at any point in time after importation importing if they are not

already in the designated format. For example,

e converting thousands of single-page TIFF images making up hundreds of inquiry
documents into multi-page TIFF or PDF format;

e converting a file of mixed Word documents, Excel spreadsheets, e-mail messages
into XML format.

The system must associate copies of different formats of the same object, preserving

each separately while retaining the association between them. For example: some

surrogate images may be preserved as both TIFF and JPEG images or MS Word and

XML

The system must be able to import objects, which are related to objects already

imported; and must, in this case, update the metadata of all relevant objects to reflect

the correct relationships. For example: The system may have to import a redacted

instance (e.g. where a decision has been taken to release a record under Freedom of

Information (FOI) but that certain specific elements are to be withheld due to their

personal sensitivity). In this case the system must update the instance’s metadata with
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information about the original object; and must update the original object’s metadata
with information about the instance.
424 The system may have to import a part of a record imported previously. In this case the
system must update the part’'s metadata with information about the record; and must
update the record’s metadata with information about the part.
4.2.5 At time of import, the system must deduce and store sustainable metadata from the
objects being imported.

4.3 Management of relationships between copies of the same object in different
formats
4.3.1 The system must not discard records after migration to a new format without the

authorisation of the record manager. In some circumstances it will be necessary to
maintain copies of the records in both the newly-migrated format and the older format

4.3.2 Whenever any action is taken which changes an object in any way (such as a
migration), the system must record this change in the appropriate metadata element(s).
The metadata elements include history elements and elements which relate different
manifestations of objects.

Reproduction of electronic records

5.1.1 Any solution will have to deliver or reproduce copies of records upon demand to
authorised users in a form that meets the business requirement. In order to do this the
following elements need to be clarified:

e clarify how to present copies whilst safeguarding the “original” components;

e determine the information flows that need to be captured in the management audit
trail when copies are rendered for viewing;

¢ define when to apply appropriate certification or authentication mechanisms if
required e.g. watermark or digital signature attesting to the authenticity of the
content.

5.1.2 The system must generate a report of why a request for a record and/or information
about a record could not be satisfied in whole or in part.

5.1.3 Functional requirements will need to articulate the services that would define a
compliant reproduction and presentation system and the criteria against, which the
outputs could be evaluated.

5.2 Authentication mechanisms

5.21 In certain circumstances it will necessary for departments to provide copies of
sustained records together with a certificate or attestation of authenticity that one or
more records are authentic. Logically this would be undertaken by the person or
persons responsible for the active maintenance of the sustained records and could take
the form of a document, an attachment, or an annotation, which attests to the
authenticity of one or more records.

5.2.2 In order to determine the basis of authenticity it will be necessary to identify the
information that indicates whether records can be considered as authentic. This will
have to be founded on the basis of how the records creator addressed the
requirements for authenticity up through the time when the records were imported into
the sustained environment. Alternatively authenticity could be verified through
corroborating evidence. Where records were stored or created within an EDRMS
environment this can be in addressed by the record management metadata held within
the XML schema.

5.3 Export Requirements

5.3.1 Each specified collection of digital objects or records will require their own subset of the
generic requirements that appear here. The requirements encompass both how the
records will be written in physical and logical files both for transfer and for storage to
produce requirements for physical and logical files.

5.3.2 The system must be able to retrieve and export on agreed removable media or by
network one copy of all objects stored for any specified collection or series in response
to a single request, exporting them in digital form, together with all their metadata and
(at the administrator’s option) audit trail data.

5.3.3 The choice of media or network, and the formats are to be agreed at the time of the
request for an export. This requirement implicitly includes export of all the records and
metadata in the system although the choice of media and format at time of export would
obviously be limited by the chosen system design.

5.3.4 The system must also be able to export records:

W © 2005, H.M. Gladney 24 Adapted from a U.K. National Archives document



Computer History Museum Software Collection Requirements Analysis

5.3.5

5.3.6

5.3.7

5.3.8

5.3.9

6.2

6.2.1

6.2.2

6.2.3

6.2.4

6.2.5

TNA adaptation for CHM
in their native format, or a current format to which they been migrated and in order of
preference;
¢ an XML format which conforms to applicable standards, where possible;
¢ arendition which is consistent with the range of formats currently specified in the e-
GIF set, where an XML format is not available. Such renditions may be achieved by:

= capturing an appropriate rendition as part of the record capture process;

= rendering the record as part of the export process;

= exporting directly to another package which is capable of rendering the record

within a controlled environment (e.g. to PDF).

The system must also support the storage and management of schemas and style
sheets required for rendering.
Where an appropriate XML format is not available the system must be able to export
electronic records in the native format, or the migration format currently stored in the
host system
Where an appropriate XML metadata schema exists the system must have the
capability of supporting the schema to permit the export of metadata in accordance with
the schema.
The system must be able to export all types of records, which it is able to capture,
regardless of the presence of the generating application software.
In addition to the export of record management metadata in XML the system should
support the mapping and configuration of metadata from the existing scheme into the
scheme used by the target system. This should be done by creating and exporting
formatted XML files to which an appropriate XSL style-sheet has been applied, thus
enabling the transferred metadata to be viewed externally from the exporting platform in
a manner which either maintains the display provided on the browser of the exporting
system, or in a form which can be interpreted by users who have little, or no familiarity,
with the exporting system.

Security

The system must as a minimum provide the same capability to specify and allocate
access permissions as required by the Functional Requirements for Electronic Records
Management Systems 2002 revision.

The system must have an overall security capability to meet the information security
requirements required by BS ISO 7766.

Any object within the database should have the capacity to have an individual access
control protocol assigned to it.

The systems should allow the system administrator to create of any number of roles to
which specific access permissions can be allocated along with any subset of
administrative privileges for any one object or group of objects.

The system must be able to store objects classified up to highest security classification
applied to the records held within the system. The design and operation of the system
is to follow normal UK government guidelines for this classification.

The system must protect objects containing personal data consistent with data
protection legislation.

The system must have the capability to interface with applications which have lower
security levels, maintaining its security level at all times.

Audit controls

The system must maintain automatically an audit trail of all actions carried out on all
objects. Actions are to include, but need not be limited to:

e import processes;

e migrations;

e replacement of corrupt copies;

e changes to metadata.

The system must maintain an audit trail of all changes of system configuration or
metadata configuration.

The system must store its audit trail securely in a manner which ensures it cannot be
changed or deleted.

The Service Provider must store the audit trail information including the audit trail of
migration for at least as long as the objects to which it refers. It may be necessary is
some instances for the audit trail to be preserved in perpetuity.

The system must provide, on request, audit trail listings to show, for a specified time
interval:
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all actions affecting a specified object;

all actions affecting the system;

in a form which can be interpreted by management and external legal advisors;

or auditors who have little or no familiarity with the system.

The system must store audit trail data in an XML format which conforms to applicable
standards, where possible and designed so that the audit trail data can be exported
and preserved in future.

In addition to the export of audit trail data in XML the system should support the
mapping and configuration of audit trail metadata from the existing scheme into the
scheme used by the target system. This should be accomplished in same manner as
the export of record management metadata as described in paragraph 5.3.9 above by
creating and exporting formatted XML files to which an appropriate XSL style-sheet has
been applied, thus enabling the transferred metadata to be viewed externally from the
exporting platform in a manner which either, maintains the display provided on the
browser of the exporting system or in a form which can be interpreted by users who
have little, or no familiarity, with the exporting system.
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Section 4. Guidance for categorizing records to identify

sustainable requirements
TNA adaptation for CHM Comments
Summary

1.1.1 See Section 3, 1.1.1.

1.1.2 This section provides high-level guidance for conservators seeking to categorise
institutional records to scope the specific nature of the requirements needed to sustain
these record categories as authentic long-term records.

1.1.3 N/A
1.1.4 N/A
1.1.5 N/A
1.1.6 See Section 3, 1.1.6.
1.1.7 N/A

1.1.8 See Section 3, 1.1.8.
1.1.9 See Section 3, 1.1.9.

2 Introduction

21 Purpose

211 Redundant.

21.2 Records produced during the course of operational business will be used in different

ways for varying lengths of time. The inherent differences between various records
means that multiple strategies will need to be developed for sustaining records
throughout their retention period. The differences in the records also needs to take
account of how their use might change as this will affect their sustainable requirements.

213 The sustainable requirements for particular records are associated with the need to
retain them for operational and other business uses. This means that there is a need to
be able to categorise records in a way that reflects how the records are used and will be
able to be used as a broad measure of their different requirements. This guidance takes
a high level view about the development of record categories although in practice it
might be necessary to develop more discrete groupings. Through developing these
categories it will be possible to ensure that the records of most value to the department
are not compromised and will be fit for purpose.

214 Redundant. Furthermore, see [Gladney 9].

215 The costs of sustaining or preserving records for long periods are potentially high even if
the overall storage costs appear to be low. Once the profile of a category is established
which clarifies the elements that are needed to preserve the records as reliable,
authentic and usable assets it will also be possible to identify the overall costs and
resource implications of applying a particular maintenance strategy to a given category
of records.

2.2 Benefits
221 The benefits of adopting and implementing sustainable strategies to targeted record
categories can be summarised as follows:

e identification of the known or potential use of the records and how this may change
over time.

¢ identification of the level of reliability required if the records are to be fit to meet the
known business and operational use.

e identification of the requisite qualities that need to be maintained if the records are to
demonstrate a meaningful degree of integrity.

¢ identification of the changing usability need to present and interpret the record in an
intelligible manner.

o the ability to justify need and allocation of resources into sustaining particular record
categories.

o the ability to determine when the sustainability requirements of a set of records might
change and work out the implications this might have in terms of risk and resources.
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o the ability to predict where resources will need to be allocated according to changes
either in software or in terms of machinery of government changes to ensure records
are sustained to the appropriate level of authenticity.

¢ identification of the risks and consequences involved if the records are not
sustained. — e.g. are the benefits of sustaining greater than the benefits of not
sustaining?

¢ identification of the resource requirements and concomitant costs needed to sustain
particular record categories to a defined level of quality.

23 Audience

2.3.1 This methodology is designed to help conservators and others charged with record
management responsibilities to scope the profile and volume of the high level categories
of electronic records held by their organisations, which are generating a need for
sustainable requirements.

232 There will be other stakeholders in the organisation who will participate in the
assessment of electronic record collections, from an operational, business or IT
perspective. All concerned should ensure consistency with the organisation’s corporate
policy and procedures, and general working practices.

233 N/A

3 Developing a strategy

341 General

3.1.1 This document is intended to assist departments to clarify the record attributes that need

to be sustained over time. These in turn will help identify broad record categories and
the resource requirement needed to sustain the records to a standard appropriate for
the duration of the continuing business need.

3.1.2 The rigour with which sustainable requirements need to be applied will not be the same
for all records as the length and type of business and operational use will not be the
same. The differences in business and operational use will affect records in a way that
will affect their need for authenticity, for example records used in court proceedings
need to have a higher level of authenticity than those used for research purposes.

3.1.3 In developing a sustainable records strategy account needs to be taken of the
differences of the length and type of use of different records. It would be impractical to
do this at the level of individual records and unnecessary as many records have similar
features. This means that it is necessary to determine how records can be categorised
at a high level in a manner where their characteristics reflect similar sustainable
requirements

3.1.4 The nature of these categories will vary according to the nature of a department’s
activities and roles but it is to be emphasised that a broad-brush approach needs to be
adopted to scope the sustainable requirements. Looking at every record type created
within an organisation and trying to establish a preservation need at that lower level is
unnecessary as it is felt that this would be an expensive and problematical approach.
Effective risk evaluation ultimately is critical to the success of a corporate strategy to
maintain sustainable records.

3.1.5 Section 1 will help first assess the value of a record category to the organisation and
their relationship with other records across the organisation. Having established the
broad need it then becomes necessary to identify the precise elements that need to be
preserved to maintain these records as authentic records as defined by BS ISO 15489
Information and documentation — Records management standard.

3.1.6 Redundant.

3.1.7 N/A

3.1.8 Having identified the record characteristics that need to be maintained it then becomes
necessary to identify the required resource requirements and overall costs of

maintaining records to that degree. Section 8 posits some of the questions that need to
be consider at this stage.

3.1.9 Having undertaken this analysis it is then recommended that the enterprise apply a risk
evaluation methodology to ascertain the risk of not maintaining records to the
recommended degree. The final outcome should provide a robust basis for decisions for
the development and implementation of sustainable strategies.

3.1.10 It should be emphasised that the questions proposed in this document do not represent
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a comprehensive or an exhaustive list nor would it be necessary to define responses to
all the questions referenced in this document.

4 Assessing the Value of Records
4.1.1 N/A
4.1.2 A record category’s relationship with other records is also a factor which can increase or
decrease the value of the records. When used in combination with other records the
value of a category may increase. The category might also duplicate or overlap with
another record category in such a way that the repository needs to keep one of
category.
4.1.3 To assist the enterprise in identifying the value of the records to the business two areas
need to be considered. These are:
e content and business use identifying the value of the material based on the record
category alone and,
¢ relationship with other records assessing the material in the context of other, related
record categories
4.1.4 Uninteresting because it is obvious in the light of other objectives.
4.2 Content and business use
4.2.1 The questions below are proposed to help identify the business need
e To what extent are these records needed to document the history of decisions
taken/actions carried out for future operational use?
e How important is the user’s/creator’s continuing need for this information in the
future?
¢ To what extent are these records needed to fulfill legal requirements?
e What implications for accountability arise from a decision to dispose of these
records?
4.3 Relationship to other records
4.3.1 The questions below are proposed to help identify the business need
e To what extent do the records in this category support the interpretation and use of
other records?
e What value do these records add to a wider set of information?
o To what extent do these records have a logical relationship to other record
categories that are being kept?
o If these records are derived from a wider body of information, how much value do
they add to the original information?
e If these records contain personal data, to what extent does their retention create a
risk, and to whom?
5 Identifying the requirement for reliability
51.1 N/A

5.1.2 The characteristic of reliability itself can be broken down into three sub elements. These
are: trust, relationship/context, longevity.
5.2

Trust
5.21 Trust is critical to reliability as without it there can be no meaningful faith in the accuracy | Precision is needed. Who
of the retained records. The issue here is not so much the precise characteristics of an is to be trusted for what?
individual document as the characteristics of the records of an activity or transaction, This consideration affects
which have to be maintained if the records are to continue to be serviceable. The what should be provided in
questions that need to be addressed in order to substantiate trust are: metadata for provenance

recording.
o What makes up or constitutes the record? (i.e. what is it that has been captured that 9

is critical to the business)

o Who was the creator and how are they identified? (what are the critical elements just
the individual’s identity or name or the profile allocated within the ERMS at the time of
the creation of the record? — the profile may be required to confirm if the officer named
possessed the appropriate authority to undertake or authorise the transaction)

¢ Which dates have been captured in relation to the creation and modification of the
records and which are significant? (i.e. what if any are the critical stages of the work
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TNA adaptation for CHM
process or transaction which have been captured)

Relationship/Context

Comprehension of the meaning and value of records relies upon the ability of the reader
to place the records in their operational context in a manner that their relationships with
other affected records are clear and transparent. Again it is not so much the precise
characteristics of an individual document that should be considered as the
characteristics of the records of an activity or transaction. Here it is the links and
relationships with other records and the location of these within the business
classification schema, which need to be considered. It should be noted that the adoption
of the records management metadata standard provides for the creation and
management of relationships under the element Relation. The existence of pointers
within an ERMS giving multiple locations is also relevant here. The questions provided
below will help determine what contexts or relationships must be maintained for the
records to be considered reliable.

e What is the scope of the records and what do they cover? (e.g. in the case of case
records or transactions an understanding of the business process and possibly the
legal or regulatory context in which the records were created is essential to
understanding them over time)

¢ Which records would be maintained in the same vicinity of the classification schema
or file-plan, which are critical to the understanding of the activity?

e Which other significant records were produced in conjunction with the records of the
activity under consideration?

e How long do these relationships continue to be meaningful?
e What cross-references or pointers exist and what is the relevance of the link
between the two sets of records?
Longevity

Longevity refers to the duration of the period for which the business still depends on the
records to fulfil a residual business need. The requirement for reliability may differ
according to the different types or categories of records created and held by a
department. Establishment of this sub-element will assist in clarifying the requirement for
maintaining the characteristic of integrity, which follows in the next section of this
document.
o How long are the records used by the business centre that creates and manages the
records?

e How often are the records updated while they are open?
o When are the records considered to be closed? (i.e. no longer updated)?

e How frequently, by whom and for what purposes are the records referred to once
they are closed? (this helps identify the scale and nature of the continuing access
requirement)

o What makes up the record and which parts are considered to be dispensable if any?

o Which dates or other information would be captured subsequently in relation to the
modification of these records? (e.g. requirement to amend following a data
protection subject access application)

Identifying the requirement for integrity

Redundant.

What has to be determined is what gives a record category its required level of integrity
and how might this differ across the various categories of records identified.

The characteristic of integrity itself can be broken down into four sub elements. These
are: traceability, retention periods, applicable rules, standards and regulations, risk.

Traceability

In order to confirm the record is unchanged or that only authorised and appropriate
changes have been made, the status of the records and the presence or absence of
change has to be auditable or traceable. The questions that follow can be used to scope
the both need and the degree for auditable information

e For audit purposes, what are the minimum requirements of events to be recorded?
For example,

2-Feb-05 Draft

Comments

N/B. This consideration
affects what should be
provided in metadata for
provenance recording.
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= changes in access provisions
= additions to records (e.g. annotations and modifications)
= movement history (e.g. exports or imports due to transfers of function or re-
classifications within the business classification schema)
= who has accessed the record and when
= formats into which the record has been rendered, how this was achieved and
= why changes in retention periods, why and when this was done
e How long would the events captured in the audit trail be needed for business
purposes?
e Is there a need to maintain a record of the decisions relating to the access
permissions applied to the records?

e When will a review of access provisions and permissions be required and what type
of notification will be required?

e Is there a need to maintain an ongoing record of who has been permitted to have
access to the records and the dates relating to the period of permitted access?
(note: this is separate from a record of changes in access permissions)

e Is there a need to maintain a record of who has been permitted to modify the
records? (note this is separate from a record of authorised changes or modifications)

6.3 Retention periods

6.3.1 As integrity is bound to the need to demonstrate authenticity over time it is necessary to
clarify the specific business retention requirements. In doing this it will be possible to
establish the overall duration of the retention period to be applied to a category of
records and clarify the profile of retention taking into account that the cost of the
maintenance period is related to the length of the retention period. Where it is possible
to reduce the number and complexity of the records required to be sustained without
compromising business effectiveness this will help justify the business case for
expenditure on sustainable strategies.

e What are the retention requirements for these types of records?

e How is the retention period determined? (i.e. is it specified by a regulatory or legal
requirement)

e Are there some records in this area where parts of the records have longer retention
periods than the rest of the record? (e.g. certain key documents relating divorce
decrees are retained for 75 years whereas the bulk of the material relating to a case
are deleted after 25 years)

o Are there examples where it is more appropriate for a subset or abstract of the
record of a transaction, rather than the whole record, to be retained for a longer
period? (e.g. summary of employment service retained for superannuation purposes)

6.4 Applicable rules, standards and regulations

6.4.1 In certain instances it may be necessary or desirable to retain records related to a broad
record category where the records were themselves generated in response to codes of
instruction or standards in force at that time. In order to confirm if the record of a
transaction was valid in these circumstances it may be necessary to reference the rules
that applied at that juncture. For example a query or claim for an entitlement to a benefit
may only be validated by crosschecking the standards that were extant at the time the
adjudication was made.

e |[s there a need to maintain the requirements and standards needed when
considering for how long the records should be maintained?

¢ Is there a need to maintain the requirements or standards relating to the
maintenance conditions of the records? (i.e. certain key document types may be
explicitly referenced. For example, the server on which the records were stored,
maintenance operations conducted on server, architecture of ERMS)

6.5 Risk

6.5.1 The issue of record integrity is closely linked to effective business continuity planning in
that in order to clarify the cost of maintaining record integrity it is necessary to evaluate
the risk to the organisation if the records have been retained as incomplete or with
limited auditable functionality. The following questions are intended to help identify the
scale of the risk to the organisation if integrity is compromised. This in turn will help cost
justify the selection and application of specific sustainable strategies.
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e What are the potential problems if the records are not available over x, y, z number
of years?
o What are the potential risks of not effectively disposing of the records at the correct
time?
¢ What are the potential problems if access controls and permissions are not properly
maintained?

o What are the potential consequences of inaccurate information?
o What are the potential risks of not knowing where related records are located?

¢ What areas of the business would be of particular concern in relation to risk and
contingency management and which records are considered to be the vital and/or
the emergency records?

6.5.2 N/A

6.5.3 N/A

6.5.4 N/A

7 Identifying the requirement for usability

711 The requirement for usability may appear superficially the easiest to scope and

comprehend particularly where the records either consist of images or text. Providing
the appropriate viewer or browser is available the end users should have no difficulty
accessing the record. The issue can then appear to revolve around the availability and
presence of the appropriate viewing software. However, the issue is more complex than
the previous analysis might suggest as usability is also about ease of locating, quick
retrieval and the quality of the presentation. The first question to posit is: What makes a
record usable and how might this differ according to different types of records?

Four sub-elements then need to be considered in evaluating the requirement for the
usability of records over time. These are locating, retrieval, presentation, interpretation.

7.2 Locating

7.21 Locating refers to the means used to reliably identify without undue difficulty the record
or records needed to satisfy the user’s query. The location within the business
classification schema or file-plan is one aspect but also the issue of accurate titling,
meaningful nomenclature and the use of aliases or alternative titling fall into this area.

e How are the records titled?

o What cross references/pointers are also required to be maintained and how are they
made visible?

o What is used to show the location of records within the business classification
schema or file-plan?

o What thesaurus terms are used and are these industry standard or user defined (the
latter need to be identified if they are to be maintained)?

7.3 Retrieval

7.3.1 Effective retrieval is dependent upon the anticipated pattern of access demand and the
application and continued management of appropriate access permissions.

7.3.2 N/A

7.3.3 In practice the business requirement will mean the first two options are preferred for

their greater convenience. However, the economics of far-line and off-line storage may
be very attractive if the use of the records is estimated as being residual and very
infrequent.

7.34 Access requirements can be characterised by the following estimates:
e Total number of retrieval requests in a given period
e Average number of documents requested
e Average total size of request in megabytes
e For databases, cost of database query (rows retrieved or examined)
¢ Anticipated methods of retrieval (e.g. use of keywords, full text indexes and thesauri)

7.35 Access must be capable of being defined in response to an organisation’s business
needs and is likely to vary according to the organisation’s information requirements.

7.3.6 The critical elements for an effective access strategy can be summarised as follows:
¢ Identify who can make requests, and who can execute them
e Understand management parallels with paper records
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e Beware of using past access to predict future access patterns
e Take disaster recovery into account in planning
The questions to be asked to ascertain the retrieval and access requirements are:
e Are the access permissions likely to change over time?
¢ What type of access permissions would be set?
o What prompts would be set for access permissions to be changed?
e What level of frequency of access is required?

e What is your policy on encryption and password-protected documents/objects—are
these routinely removed upon capture into the EDRMS?

Presentation

Effective presentation ensures the user can retrieve and view the records with the
appropriate level of functionality required to undertake a meaningful interpretation. In
some instance this may require the original program to be available so that the data can
be manipulated or edited using the same functionality to create a new document or
version, which can then be saved and added to the corporate record without changing or
deleting the original. In other cases it may be sufficient to view the image in a more
static environment either by using viewer technology or be generating a rendition, which
is a faithful image of the original.

Different groups of users may have different presentation requirements. In some cases
a small group may need the original functionality when viewing the record. The cost of
supporting such a service may not be too onerous for a small group of specialised users
but excessive for the whole organisation where the opportunity of viewing a rendition
would normally be a satisfactory alternative. The technology used to interface and view
the record must therefore reflect the ongoing business need. The questions that need to
be addressed are:

o What form do the records currently take, what format are they associated with, word,
excel, spreadsheets, word processing, slides, html|?

o What level of presentation is essential to enable the users to undertake the work
anticipated and required by the business?

Interpretation

Interpretation at its simplest can be addressed by an ability to view text orimages using | See [Gladney 2].
a simple browser without the enhancements offered by the original software, for
example one can view documents created in MS Word using a text file viewer such as
WordPad although the formatting is lost in this view. In other circumstances seeing the
content without the display and formatting built into the original document makes
interpretation difficult if not impossible. If, for example, a respondent has cited a specific
paragraph or entry of a code of instruction by its original number as the authority for
undertaking an action or receiving an entitlement and this data is not visible to the user
in the business, it will not be possible to either confirm or deny the validity of the claim.
This type of information is often built into the format display properties of the software in
which the document was originally conceived and can only be viewed either if the
original program is available or an appropriate rendition, which has captured this detail,
has been created and maintained.

In other instances interpretation also needs to be supported by linked contextual Linked information is likely
information, for example the ability to view the metadata of the record in both its original : to be needed for almost
and existing context. This may require users having sight of both the current business every archival record.

classification system in which the records reside and the original classification system
where that differs from the current version. This situation can arise where functions have
been transferred between government bodies resulting in bulk exports and imports of
metadata and data between EDRM platforms. In those cases a portion or subset of the
earlier or original classification system will have been transferred before the records are
relocated in the new business’s classification system. Maintaining a copy of the original
classification system can assist understanding of the full context in which the records
were created and used as well in addition to how they are seen in the current
classification plan.

The questions that need to be addressed are:

o What is it about the document that will require interpreting, the content, the
presentation or both?

e \What level of contextual information is essential to a full understanding of the
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records?
8 Assessing resource implications
8.1.1 Departments need to identify and quantify the resource implications required to maintain

an existing record collection. This section is provided to help departments to undertake
this process by supplying the key questions that need to be asked in order to clarify the
overall resource requirement of continuing to apply a sustainable strategy to a record
category.

8.1.2 Departments need to compare the value of the records to the business suggested at
section 1 with their concomitant requirements for reliability, integrity and usability
proposed at sections 5, 6 and 7 against the cost and resource implications of applying a
strategy which will secure the value and the authentic properties of the records.
Extended or indefinite storage of electronic records does incur significant overheads and
recommendations to either dispose of, or retain, a category of records will be informed
by this knowledge.

8.1.3 N/A
8.1.4 N/A
8.1.5 The questions that need to be asked at this juncture are:
¢ Should the records be reviewed for sensitivity?
e Are these records accessible via the current hardware/software platform?

e If accessed via their current platform, will the records continue to be accessible on
this platform for the short term? (1 to 2 years)

e If accessed via their current platform, will the records continue to be accessible on
this platform for the medium term? (3 to 5 years)

o What percentage of the records require migration in the short terms (1 to 2 years) to
a different software format to retain access?

¢ What percentage of the records require migration in the medium terms (3 to 5 years)
to a different physical format to retain access?

e Are there specific difficulties in migration due to e.g. proprietary formats, non-
standard design structures?

e Should the records be sampled to verify technical decisions?
9 Compliance assessment — evaluating the implementation

9.1.1 All sustainable strategies should be subject to regular review to assess their relevance
and effectiveness. Department’s need to assess whether the assumed pattern of use
and concomitant retention requirements are still appropriate taking into account the
perceived business benefit, the contingency requirements and the overall cost of
continuing to apply the selected strategy. It is recommended that the interval for
evaluating these strategies should not exceed 5 years.

Discussion
Why Change the TNA Requirements Statement?

| believe that the TNA document needs to be refined and extended if it is to be used as a requirements
statement for a future CHM software collection repository and service to remote CHM visitors. This is
partly because CHM is a much smaller institution than TNA, partly because much of the TNA document
reads more as management objectives than as technical requirements, and partly because the TNA
document seems to presume a solution-class that is neither the only possibility nor (in my opinion) the
best possibility.

The institutional size difficulty is that the TNA document implicitly calls for quite a bit of hands-on
repository management with rule and procedure definitions. Compliance might be unaffordable by
CHM and therefore unsustainable with demonstrable reliability.

The management objectives difficulty is that many of the TNA line item statements seem to be
subjective (requiring human translation into executable steps) rather than objective (specifications for
which compliance can be objectively demonstrated or tested). Further work would be required to
extend them to be a guide for software engineering.
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The solution-class difficulty is that the TNA document seems to presume that the only way to create
and manage a reliable long-term software collection is by repository management rules (as suggested
by Trusted Digital Repositories: Attributes and Responsibilities [RLG] and closely related proposals).
[Gladney 1] and related papers show an alternative and argue its superiority.

Details about the Changes to TNA documents for CHM Use

In the top level sections above, each objective was derived from the corresponding TNA objective. The
pattern of changes made is suggested by the following considerations.

o Four TNA documents were collapsed into one document, with consequent minor changes. Some
TNA statements have become redundant.

e The TNA document is written as if the so-called “Trusted Digital Repository” approach were the only
way, at its level of description, of preserving digital information reliably for the long term. This
assumption has caused numerous requirements to specify methods for which there are, arguably,
better alternatives.

e The documents cited in the bibiliography below themselves contain numerous citations that provide
entry points into the scholarly literature on digital preservation. The worthwhile part of that literature
is expressed in 100 to 200 papers and unpublished reports. (The digital preservation literature is
between 3 and 5 times that large. However, it is also full of redundancy.)

e TNA documents allude to ‘procedures’ to be followed.® Many of these are not procedures in the
sense usually understood by software engineers (in which each specification has been, or could be,
reduced to a sequence of mechanical steps that can be executed in finite time by some machine or
clerk), but are instead subjective criteria for the behavior of repository employees.

¢ In some places, the TNA document depends on the notion of ‘essential’ information without defining
an effective procedure for deciding which aspects of a deposited document are essential and which
are accidental. (This distinction is, to some extent, discussed in [Gladney 4]. It will be carefully
analyzed in a paper that colleagues and | hope to have ready later in 2005. [Gladney 5] The
challenge is to capture, in objective form, the intentions of each information producer.)

e Content management technology is well understood, and many satisfactory software offerings
support what is required. In contrast, digital preservation is widely considered to be a research
topic. The TNA document does not distinguish these topics as clearly as would be helpful to
managers and implementors.

e ‘Statutory’ has been replaced by ‘legal’ throughout, as ‘statutory requirements’ is a subset of ‘legal
requirements’.

e The phrase ‘trusted custodian’ has been replaced by ‘custodian’, since the presumption that any
custodian is fully trusted is questionable.

o | feel that the TNA audit trail statements are not strong enough for a repository that might hold
records tempting for malfeasance. Some addition has been made, but this should not yet be
regarded as complete. (See, for example, Section 3, 2.2.7 ff.)

Next Steps for the CHM Software Collection Committee

What might someone a century from now want of information stored today? The figures on pages 1 to
2 help us discuss preservation reliability. In addition to what content management offerings and
published metadata schema already provide, a complete solution would:¢

¢ Ensure that a copy of every preserved document survives as long as wanted;

o Ensure that authorized consumers can find and use any preserved document as its producers
intended, avoiding errors introduced by third parties;

3 Section 2, item 2.1.1 provides an example of this problem.

6 The first part of this subsection is copied almost verbatim from [Gladney 1].
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¢ Ensure that any consumer can decide whether information received is sufficiently trustworthy for his
application; and

¢ Hide technical complexity from end users (information producers, information consumers, and also
archive managers).

Viable solutions will allow repositories and their clients to use deployed content management software
without disruption.

My colleagues and | believe that the design of a digital preservation system should protect against all
accidents or misfeasances that might jeapordize the authenticity or reliablity of any archived record, to
the extent that doing so is feasible. If this is accomplished, then the repository infrastructure will be
“strong” enough for any kind of holding, including records whose adulteration or destruction is a
tempting target for fraud. Of course, such an attitude would be impractical if it resulted in a solution that
was significantly more costly than some practical alternative. Happily, the objective is not only feasible
and likely to be cost-effective, but is likely to be less expensive than any alternative for which a design
has been proposed!

Structure for a SW Repository Statement of Requirements

Each statement in such a future document should be such that purported compliance can be objectively
tested with little risk of controversy. The statement of requirements might best be structured into
sections that deal with:
(1) What is needed to please the eventual information consumer. (See the figures to understand
‘information consumer’ and other human roles.)
(2) What is needed to please any information producer (either an author or and editor), over and
above requirements identified in (1).
(3) What is needed to make archive (repository) managers productive, over and above
requirements identified in (1) and (2).
(4) What should be provided by the document storage subsystem (the inner core of a digital
repository), which is hidden from any user and should be useful for any repository institution.
(5) What should be provided by the next repository level (‘archival storage’ in Figure 3), which
should contain most of the institution-specific repository software needed.
(6) What needs to be provided by a combination of the next level of repository software and by
repository managers (people), and is not already specified by responses to (1) through (5).
To the extent possible, the individual statements of requirements should avoid solution design
assumptions, except for statements of conformance to international standards (e.g. [METS] and
assumptions about the use of widely accepted software (e.g., XML).
Digital repository (a.k.a. content management or ‘digital library’) technology is well understood and
represented by highly refined implementations. It is therefore prudent to distinguish repository
requirements that apply even for content that need not be durable for the long term from the additional
requirements needed for long-term digital preservation.’

Suggested Action by CHM Software Collection Committee Members

Because the current document reads more as a statement of management objectives than as a
statement of technical requirements, we should both refined it and also prepare a software
requirements document.
Readers are urged to consider carefully each numbered item in Section 1 through Section 4 above with
the following questions in mind, always with respect to what CHM realistically will need.
» Is the objective a sufficient treatment of the topic it addresses? Alternatively, is the objective too
rigorous?

7 Throughout this document, ‘long-term’ for a record should be construed to mean ‘beyond the time when the authors and editors of the

record might be available to clarify confusions or authenticity questions’.
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» Is the objective an objective assertion? If not, can it be reformulated so that compliance can be
objectively judged?

Y VvV

What major management objectives have been overlooked?
Is the objective stated in a form that the CHM would be pleased to submit for review by external

commentators?

YV VYV

What specific software requirements are needed to satisfy the management objective?
What changes or extensions are needed for my Introduction and Discussion sections?
What important citations have been overlooked?

How might the requirements taxonomy in Structure for a SW Repository Statement of

Requirements be improved?

Please consider also what the next steps should be and what target completion date we should set for
ourselves for each such step.
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This tutorial describes how to build a digital library using the Greenstone digital library software, a comprehensive,
open-source system for constructing, presenting, and maintaining information collections. Collections built
automatically include effective full-text searching and metadata-based browsing facilities that are attractive and
easy to use. They are easily maintainable and can be rebuilt entirely automatically. Searching is full-text, and
different indexes can be constructed (including metadata indexes). Browsing utilizes hierarchical structures that
are created automatically from metadata associated with the source documents. Collections can include text,
pictures, audio, and video, formed using an easy to use tool called the Collector. Documents can be in any
language: Chinese and Arabic interfaces exist. Although primarily designed for Web access, collections can be
made available, in precisely the same form, on CD-ROM or DVD. The system is extensible: software "plugins"”
accommodate different document and metadata types. The Greenstone software runs under both Unix and
Windows, and is issued as source code under the GNU public license. Attendees will receive an extensive user
manual and should learn enough to download the software and set up a digital library system. Those with
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The Greenstone digital library software is an open-source system for the construction and presentation of
information collections. It builds collections with effective full-text searching and metadata-based browsing facilities
that are attractive and easy to use. Moreover, they are easily maintained and can be augmented and rebuilt
entirely automatically. The system is extensible: software "plugins" accommodate different document and
metadata types.

Greenstone incorporates an interface that makes it easy for people to create their own library collections.
Collections may be built and served locally from the user's own web server, or remotely on a shared digital library
host. End users can easily build new collections styled after existing ones from material on the Web or from their
local files (or both), and collections can be updated and new ones brought on-line at any time.
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